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1.Introduction

4. Differential Privacy Noise from Sensors

SD of required inherent white Gaussiagn Ngoise from accelerometer data sampled SD Of Wh |te Ga USS|a N N Olse avda ||a ble can be Obta | nEd US| ng
at3.13 Hz
. ° (A_2f=4g and for frame size of 1s application) A”an DeV|at|on Analysis
> We a ra b I e CO m m u n Ity Se n S I n g zf N MPU -9250 Inherent Sensor Noise(g) ADXL-345 Inherent Sensor Noise(g)

0.0025 0.006

0.002 6.88% 0.005

programs are conducted both
locally and globally with hundreds
of thousands and millions of
community participation. e | 0‘
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» However, due to recent data
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oreaches at the data aggregators, Information
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to take part in community sensing,

if a formal guarantee of privacy

preservation is not provided.
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2. Differential Privacy in Wearable 6. Evaluation
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» Differential privacy has already been implemented in community sensing
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| I R eRaNDiP can be readily applicable to commercial smartwatches !!!

Validates SeRaNDiP’s robustness to environmental
temperature variations !!!

3. Explore the Overheads of Noise Generation
for Wearable

» A simple wearable-based community sensing setup was implemented 7. Conclusion
to measure delay and energy consumption by noise generation in
state-of-the art wearable community sensing systems
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Energy Consumption »|s a framework that considers inherent sensor random noise for differential privacy
oreservation in wearable community sensing applications.

» Leverages sensors’ inherent noise by configuring sensor configurations at the
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5 oo software level without any hardware modifications.
su »Can provide differential privacy to a variety of wearable sensors under different
ssssss temperature conditions while delivering energy and latency savings.
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»Can be readily applied to today’s wearables, smartwatches, and smartphones.
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